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COUNTERSTORM OEM AND
CUSTOMIZED SOLUTIONS

“We are in the midst of a cyber crime epidemic. Some banks have reported loss increases of 400 percent
to cyber fraud over 2005.”

— CIO Insight 2005 Security Survey

CounterStorm is a leading provider of internal network security and threat analysis technology. The
Company was formed in August 2001 to commercialize patent-pending technologies developed at
Columbia University under grants from the Defense Advanced Research Projects Agency (DARPA). Today
CounterStorm provides a suite of behavior- and anomaly-based security technologies that accurately detect
and mitigate known, unknown, zero-day and targeted attacks. Solutions are available as a fully-integrated
internal network security appliance or as modular components for integration in 3rd party systems. The
Company's intellectual property is the product of 5 years of industry leading domain expertise securing
environments with national security implications. Multiple components of the technology have been
licensed for use in government projects.

Core intellectual property consists of a distributed, modular and signatureless threat detection architecture,
an integrated correlation engine, and an extensible software platform on which all of these capabilities are
delivered. Together, these technologies yield the most accurate signatureless cyber threat prevention solu-
tion in the market today, with field-measured alarm-accuracy levels of 90-99%.

A wide range of software and hardware vendors, as well as service providers, can use CounterStorm tech-
nologies to meet the on-going cyber-security challenges of their customers. Until recently, security vendor
solutions have been based on attack signatures, policies, and rules derived from previously reported attacks.
This reactive approach leaves customers vulnerable to zero-day and targeted attacks, especially if the attack
is stealthy or slow. CounterStorm allows ISVs, OEMs and system integrators to expand their offerings with
flexible, modular threat detection and mitigation technologies that can be readily integrated to enhance
existing systems or create new offerings. Our modular security components enable security companies to
meet their customers’ needs and remain competitive in spite of fast-emerging new threats.

As an established technology vendor, CounterStorm offers the following advantages to its ISV, OEM and
security system integrator partners:

~ Exceptional detection rates combined with a minimum of false alarms;

~ Unsurpassed signatureless protection against viruses, worms, Trojans, botnets and other malware;

~ Technology specifically developed to detect sophisticated, slow and stealthy attacks;

~ Easy access to new technical developments and know-how;

~ 5 years’ experience in developing unique customized solutions for integration into both open and proprietary platforms;
~ Mature, easy-to-integrate software development kits and well-defined integration procedures;

~ Pre- and post-integration support from a dedicated project team.

Moreover, CounterStorm’'s OEM partners benefit from flexible licensing terms, our commitment to long-
term partnerships, as well as joint sales, worldwide marketing and PR activities.



Project Types

TECHNOLOGY INTEGRATION

CounterStorm provides comprehensive protection against known and emerging threats. Below is a list of
CounterStorm solutions available to ISV, OEM and security system integration partners.

Statistical Payload Analysis Engine
~ Operates at a per-packet level

14

Learns the normal content profile of any application on the network

Q

Doesn't rely on prior application knowledge, like protocol anomaly detection

Q

Detects non-scanning and hit-list based attacks

Behavioral Attack Recognition Engine
Uses behavioral patterns, but no signatures or protocol rules

Q

Successfully detects zero-day and targeted worms and bots

Q

Q

Accurately identifies slow/stealthy surveillance activity

Anomaly Detection Framework
Pluggable engine for anomaly detection over packet, session, or flow data

14

Independently measures how much individual features deviate from normal

Q

Q

Trains on dirty data — unsupervised learning

Used to create multiple detectors for botnet behavior

Q

Distributed Real-Time Correlation Engine

~ This engine correlates data from each of CounterStorm’s detection engines in order to process evidence
into actionable alarms in real-time. Sophisticated and proprietary correlation logic synthesizes alert infor-
mation into highly accurate alarms — dramatically reducing overall false positives.

CUSTOMIZED AND INNOVATIVE SOLUTIONS

CounterStorm technology can be integrated into a solution even if it runs on a proprietary OS. Innovative
protection solutions are available to address the specific needs and requirements of our OEM partners.
Leading government system integrators have already taken advantage of this opportunity.

PRIVATE LABELING

CounterStorm is open to discuss large volume projects where selected CounterStorm products may be
redesigned and further sold in retail and/or online stores, as part of a multi-vendor all-in-one box or as a
stand-alone product marketed and promoted under a partner’s private brand.
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Stop Attacks in Seconds.”








